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CLIENT DEVICE AND SERVER DEVICE ENTER INTO A DATA COMMUNICATIONS 
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DETECT, IN THE DATA COMMUNICATIONS SESSION BETWEEN THE CLIENT DEVICE 
AND THE SERVER DEVICE, A REQUIREMENT FOR AUTHENTICATION OF A 
REQUEST FOR DATA SENT FROM THE CLIENT DEVICE TO THE SERVER DEVICE 
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CREATE AN AUTHENTICATION RESPONSE TO THE AUTHENTICATION REQUEST 
THE AUTHENTICATION RESPONSE CONTAINING AUTHENTICATION INFORMATION 
REQUIRED BY THE SERVER DEVICE TO ALLOW THE CLIENT DEVICE TO ACCESS 
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INSERT THE AUTHENTICATION RESPONSE INTO THE DATA COMMUNICATION 
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COMM UNICATIONS DEVICE) 
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MAINTAIN THE DATA COMMUNICATIONS SESSION BETWEEN THE SERVER DEVICE AND 
THE CLIENT DEVICE AFTER INSERTING THE AUTHENTICATION RESPONSE INTO THE 
DATA COMMUNICATIONS SESSION BETWEEN THE CLIENT DEVICE AND THE SERVER 
DEVICE (E.G., MAINTAIN CONNECTION IN THE PRESENCE OF THE INSERTED 
AUTHENTICATION RESPONSE DATA) 
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MAINTAIN CONNECTION STATE DATA IN THE DATA COMMUNICATION DEVICE 
THAT TRACKS AN AMOUNT OF EXTRA DATA ASSOCIATED WITH THE 
AUTHENTICATION RESPONSE THAT IS INSERTED INTO THE DATA 
COMMUNICATION SESSION BETWEEN THE CLIENT AND SERVER DEVICES 
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MODIFY CONNECTION INFORMATION WITHIN PACKETS PASSING THROUGH THE 
DATA COMMUNICATIONS DEVICE THAT ARE EXCHANGED BETWEEN THE CLIENT 
DEVICE AND THE SERVER DEVICE USING THE DATA COMMUNICATIONS SESSION 
IN ORDER TO ALLOW THE CLIENT AND SERVER DEVICE TO MAINTAIN PROPER 
RESPECTIVE CONNECTION STATES FOR THE DATA COMMUNICATIONS SESSION 
REGARDLESS OF THE AMOUNT OF EXTRA DATA ADDED IN THE DATA 
COMMUNICATIONS SESSION DUE TO INSERTION OF THE AUTHENTICATION 
RESPONSE 
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